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Medical Data Management System
Using Blockchain and Proxy Re-Encryption

Ryoma IKEDA, Naonobu OKAZAKI, Hisaaki YAMABA, Kentaro ABURADA

Abstract

In Japan, our medical data is distributed and managed. Those data will not to be using when visiting
medical institution. Since it is important to know the patient’ s past medical history in medical case, it
is necessary to be able to disclose those data at the medical institution where patient is consulted. So, we
propose a method that allows patients to autonomously manage medical data and share it with medical
institutions. By managing medical data by patients, it is possible to disclose various data such as healthcare
information acquired by the patient, history of medical practices received before, and medicines taken by
patients to medical institutions trusted by patients. It also has the advantage of encouraging patients to
participate in research. However, managing medical data using a general centralized network concentrates
costs on the administrator. In addition, it is difficult to obtain patient consensus because all authority is
delegated to the administrator. Therefore, in this research, we used a blockchain that realized a decentralized
network. There are some precedents for medical data management using blockchain, and there are issues
regarding encryption and permission. In this study, encryption and permission were realized by using proxy
re-encryption with attack resistance. In the evaluation experiment, from the viewpoint of usability, the effect
of proxy re-encryption used in this study on transactions was investigated by focusing on the execution time.
From the results, it was confirmed that the cryptographic method used in this study does not have a fatal

effect on transactions.
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