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Data Expansion Using Adversarial Examples
to Improve the Accuracy of Intrusion Detection Systems

Kaisei KAWABATA, Kazuki KANEMARU, Kentaro ABURADA,
Hisaaki YAMABA, Naonobu OKAZAKI

Abstract

In recent years, cyber-attacks such as unauthorized access and malware have been increasing along with
the increasing use of network systems and the spread of new network technologies. Intrusion detection systems
(IDS) have been attracting attention as one of the security technologies to protect systems from these cyber
attacks. The accuracy of intrusion detection using deep learning is highly dependent on the data used for
training, and a large amount of labeled training data is required. It is difficult to prepare a large amount of
training data while taking into account the bias of the data. In this research, we propose a computationally
efficient data expansion method using Jacobian-based Saliency Map Attack (JSMA), one of the adversarial
example generation methods, and investigate how to improve the detection accuracy of signature-based IDS
using deep learning models. To evaluate the proposed method, we built a small-scale model, extracted data
with low classification accuracy, and extended the data with adversarial samples that were perturbed to bring
them closer to the correct class, and compared the detection accuracy before and after the data extension. As
a result of the experiment, the detection accuracy after the data expansion using the adversarial example was
found to be better than that before the data expansion in terms of Accuracy, Recall, and F1-score. Although
the proposed method improves the detection performance against attacks, it also increases the possibility of
false positives, which requires improvements to reduce the degradation of Precision.
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