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A Study on a Blockchain-based
Collaborative Malware Detection System

Ryusei FUJI, Naonobu OKAZAKI, Hisaaki YAMABA, Kentaro ABURADA

Abstract

Since malware has a serious adverse effect not only on computers but also on modern society based on
the Internet, the detection is important. To prevent malware infection, we usually install anti-virus software
developed by anti-virus vendors on our computers. However, generally, we use only single anti-virus software,
which is insufficient as a countermeasure for malware. In this study, we propose a collaborative malware
detection system that shares information about malware detection results among several anti-virus vendors
and performs malware detection using the shared information. Each anti-virus vendor collects its information
on malware independently, so it is expected that each anti-virus vendor has a different field of expertise for
malware detection. Therefore, if several anti-virus vendors with different fields of expertise share and use
information about malware detection results, we believe that malware detection accuracy can be improved.
In this study, we propose information sharing of malware detection results among several anti-virus vendors.
The information shared by the proposed system is the malware detection results from each anti-virus vendor
and is extremely important information that must not be falsified. Therefore, in this study, we adopted
blockchain technology as the infrastructure of the information sharing. In the evaluation experiments, we
mainly evaluated the malware detection accuracy of the proposed system through simulations. As a result
of the evaluation experiment, we confirmed that the malware detection accuracy of the proposed system was
significantly improved compared to the malware detection accuracy of a single malware detection system.
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Table 1 Comparisons among public blockchain, consortium blockchain and private blockchain

Property Public blockchain Consortium blockchain Private blockchain
Consensus determination All miners Selected set of nodes One organisation
Read permission Public Could be public Could be public
or restricted or restricted

Immutability Nearly impossible Could be tampered Could be tampered

1o tamper
Efficiency Low High High
Centralised No Partial Yes

Consensus process Permissionless Permissioned Permissioned
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Tuy 7 Fo—r_N— 2D,

< LD = TR AT DO 285
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5, HOHBEDE 2 =Y 274 v 7 iAb LLBE~NAE
THADZ VY 2 THHIY AT LTk, BELHES N L
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RIET 7 2 ANHE T TH B ESEZ LD,
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YFIANARY IBRIET 7 2 ADHEEZF 2D, 2o
PIET7RRIZED, PVFIANAY 7 b7 27DV —A
aO— FRBIFBIED ¥ 2 X v b, BREEHOET L E Vo
7V FIANAY 7 b 2T ICBT 5T — Y BEI N,
NI N7z 7 =212 30TB DL ETH D, 30 /1 P TlRFES 41
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PDLEDWED S, TV FIANARNY D) — RS2y =
TEREPARIET 7 ADPEEXZIF2 LHHHIcELLN
3, L7eoT, RIBEL AT ACEVTHEZEDH 2/ —
FiZ X % Insider attack IFBEITXRETHH, 26D/ —
N2 X 2 BB Z KT 5 72 ® (12 Trust management (% H%E
Th s,

3.9.2 Challenge-based trust management

e AR A7 2 (CIDS : Collaborative intrusion
detection system) “Tld, K 1) #HE R4 BB O MEIL B
KD B2 HIE LT, BED 7 — PRI 2 fE#o
HEHEZIT>TVD, Z2DO70, K% L FFRIC Insider attack
~DOMHELT I BEDDH B, k2D Tz, CIDS KB 3,
Insider attack ®—FiTd % Betrayal attacks ¥ Collusion
attacks 2179 / — FOBMAITEZ L L T 5, Betrayal
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B, T A NNR — FOBRAKERLG H 7 OHIRE L 72 ARG
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2, $hbb, ET7VFIANARY T DN x 7 HANSEE
. 2—FILBU 2Ly o TRESEICEELE2 5, L
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Bk, REFHRICBT 228 TOL—F OMAKEICS K%
EWE252 %, Ubro, AHETIRR 20 ciEsh
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393 /—FETEREINZXvE—Y

Challenge-based trust management (\ZE\T, / — FRT
EZEINDE Ay —=JIZO0WTHIHT %, Challenge-based
trust management Tld, LATND 2 D X v & — DR
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e Consultation message

e Test message

Consultation message (. X ) ## TR 2 KD BAHIS
BRSO L2 HINE LTHAHEDIND / — P~ Z DR
HEMIET 270D X v 2= ThH %, X151, Consultation

Consultation message

%
Fy hO—iBfE

2y hO—TBEICHY D [BIRE]

J—k2

15. Consultation message

Test message
+
v hD—T58EfE
( TfEp&RE] (& — R1(C &> TEEAD)

v hO—OBEICHT D [fERE]

J—K1

J—k2
(FR MRS —FK)
16. Test message

message & Z DJVE%Z/RY, Consultation message 13, #ik1%
HAE L 72\ 0ilifF & elcfthod / — PS5 &5, Consultation
message & Z T > 72/ — FiZ, ZOilifE0 DR
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THIEIkoT, BEEZENT 2, FSEEOFHTIZOW
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3.9.4 REIXT AICHIFS Trust management
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message & Consultation message & 3£127 7 4 )V ’i’{ﬁi@? v
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Y EoF—s#HET 2 icko T, B OHELNHER
TECLEIZDTH S, F7-. Test message & 7 A M KWHR
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