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A Proposal of an IoT Bot Detection Method
Using n-gram Analysis and One-Class SVM
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Abstract

In recent years, IoT(Internet of Things) is expected various field, such as Industry, Medical and etc,
with IoT becomes popular. On the other hand, at present, IoT security measures taken by individuals and
companies are not enough. And attackers use IoT devices to cause cybercrime.

For DDoS(Distributed Denial of Service) attacks, there is a method of simultaneously transmitting packets
from various devices by building a botnet. Such botnets are built by devices infected with malware. In
addition, malware targeting IoT and building botnet such as ”Mirai” is appearing one after another. We can
be expected to suffer severe damage of botnet building malware infected with IoT because most IoT devices are
vulnerable and not all general users have security knowledge and are not very interested in security incidents.
In this paper, we propose IoT bot detection method using n-gram analysis and One-Class SVM, for the
purpose of detecting whether the IoT device is infected so that the user can quickly deal with the malware
when an IoT device is infected with malware that builds a botnet. This time, the difference between normal
communication and communication with C&C(Command & Control) server when malware is infected is used

for bot detection. And analyze packets with n-gram and detect outliers using One-Class SVM.
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