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A Study on Improving the Usability and Machine Resistance of
Color Constancy CAPTCHA

Shotaro USUZAKI, Yuki SUNAMOTO, Naonobu OKAZAKI, Hisaaki YAMABA, Kentaro ABURADA

Abstract

CAPTCHA is now widely used to prevent the bot from sending unauthorized service requests.
CAPTCHA is a system that imposes tasks that are easy for humans and difficult for machines and thereby
detect access from the bot. Unfortunately, many researchers have already reported that bots can break cur-
rent CAPTCHAs by OCR and machine learning technology. Therefore, it is necessary to add interference for
machine resistance. However, such interference also has a negative effect on human perception. Therefore, we
adopt a color constancy to CAPTCHA. The color constancy is a human visual characteristic and is known to
be difficult to reproduce mathematically. However, this CAPTCHA has a problem that human success is low
and machine success rate is high. To solve this issue, we proposed an improved CAPTCHA by processing the
base image and creating a new color interference filter. The first contrivance is to leave only a specific object
color in the base image for defending the attack by the Gray-World algorithm, which is vulnerable to color
bias. The second contrivance solves the weakness that the color filter does not always work effectively. We
evaluated the effect of these devices on the accuracy rate of humans and machines and usability.
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