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An Improved Method of “CloneSpot”
for Detecting Repackaged Applications Using Metadata

Ryusei FUJI, Ken’ichiro GOMI, Kentaro ABURADA, Hisaaki YAMABA, Naonobu OKAZAKI

Abstract

Since Android is widely used as an operating system (OS) for smartphones, applications running on the
OS are being targeted by malware developers. Android applications are generally created using Java, which
means it is easy to decompile the application and add or change the code; therefore, malware developers
can easily insert malware and illegal advertisements into legitimate applications. The modified applications
are called repackaged applications. These applications are uploaded to a market for users to install, however
since repackaged applications have a negative effect on users, their detection and removal are important. The
Developers of repackaged applications tend to be reluctant to make large changes to data, called application
metadata, to make users misrecognition. To detect repackaged applications, “CloneSpot” has been proposed
which uses the above trends, however, improvements are required for efficient detection. In this study, we
propose an improved method of “CloneSpot” for the efficient detection of repackaged applications. Specifically,
we improve the clustering of “CloneSpot” and introduce evaluation indexes for efficient repackaged application
detection. In the evaluation experiments, we evaluated the clustering accuracy and the repackaged application

estimation accuracy of the proposed method.
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