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Examination of Dynamic CAPTCHA for Mobile Devices and
Verification of Bot Tolerance Using Tracking Technology

Ryusei FUJI, Riku MIZUTA, Hisaaki YAMABA, Kentaro ABURADA, Naonobu OKAZAKI

Abstract

In recent years, illegal activities such as acquiring a large amount of web service accounts by using an
automatic program called a bot have been problems. In order to prevent such activities, a discrimination
method based on the Turing test for identifying a human and a bot called CAPTCHA was developed. Also,
mobile devices such as smartphones have appeared and are often used to access web services. However, many
of the existing CAPTCHA methods can’t be adapted well to mobile devices, which is a cause of the decline in
the success rate of the account registration of the web service. Therefore, it is necessary to design a CAPTCHA
which is easy to use in mobile devices. In this paper, we propose a new CAPTCHA scheme that maintains
convenience in mobile devices and has bot tolerance. In proposed method, several objects move randomly and
continuously. One of the objects selected by the user from among several objects is set as a tracking target.
According to the time that the users can track the target with their finger, the proposed system determines
whether the users are humans or bots. In our proposed method, the transparency of color and the degree of
change of transparency for each object are set at random, and by changing the transparency of the object as
time proceeds, the method can withstand the bots that perform fraudulent activities using object tracking
technology.

Keywords: dynamic CAPTCHA, mobile device, bot, game CAPTCHA, transparency of color
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