NI OBLE A 5ERE 11 %2 AN 7= 305741 CAPTCHA D222

251

AW ERSEREN 2 W72 3075 CAPTCHA Ot %
— TR B> & DR ST DHEE —

B A - BB EEY L AR - H KA - M EE

A Proposal of a Reading Text CAPTCHA Using Human Visual

Complementation Ability

Abstract

Recently, a program called CAPTCHA (Completely Automated Public Turing test to tell Computers and
Humans Apart) has been introduced in many web sites because it prevents misconduct by automatic programs
called bots. CAPTCHA distinguishes bots from legitimate human users by requiring some questions that are
easy for human users to solve but difficult for bots. However, with the development of various technologies
such as OCR, object recognition, machine learning, bots come to be able to solve CAPTCHAs. In order to
outcome such troublesome bots, more sophisticated CAPTCHA is desired. In this paper, we propose a new
CAPTCHA scheme that uses amodal completion. Amodal completion is a visual supplement function that
complements the missing part in the brain and recognizes the whole image when a part of the object is hidden
or can not be seen. In the proposed method, characters are stereoscopically rendered. We set the color of the
front part and the back part of the three-dimensional characters to the same color (black) as the color used in
the background of CAPTCHA. By Amodal completion, we can correctly recognize characters from only the
shape of the side part of the three-dimensional characters. But it is hard for bots to recognize the characters.
We carried out several experiments to confirm that the proposed CAPTCHA scheme has enough resistance
against bots attacks using OCR and object recognition. Other experiments were also carried out to evaluate
the usability of the proposed CAPTCHA scheme. To evaluate the usability, we used system usability scheme
(SUS). The results of the experiments showed that the proposed CAPTCHA scheme is usable and has enough
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resistance against bots attacks.
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