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A Proposal of Real-Time Entropy-based DDoS Attack Detection

Method

Shotaro USUZAKI, Hisaaki YAMABA, Kentaro ABURADA, Naonobu OKAZAKI

Abstract

From the background that the risk of DDoS attacks is increasing year by year, it is important to detect
attacks in real time and quickly shift to attack mitigation processing. Entropy methods with high detection
accuracy and speed computation are widely used as one of the DDoS attacks detection approach to improve
real-time performance. On the other hand, although the entropy method is recommended to use a wide
window size to reduce the influence of noise, not only the processing efficiency degrades when the window
size is increased but also the attack detection delays since the interval of detection processing increases. In
addition, the attack detection using the entropy is important to learn the average and variance parameters
from the latest data with a small degree of abnormality in order to determine the optimum threshold. Our
method reduces the influence of noise with shortening the detection interval by applying the existing data
mining method with efficient aggregation processing and sequentially learns the latest data in the period except
for the burst traffic to automatically adjust the parameter. Experimental results show that our method has
the Precision up to 0.978 and the Accuracy up to 0.992, these values are inferior to the maximum 1.0 with
existing method, however, sufficient detection accuracy. On the other hand, in CICIDS 2017, the Precision
was as low as 0.790 at the maximum. Although our method extracted the attack observation period, we need
to calculate the abnormality for each host in the future. In terms of the processing time, proposal method is
faster than the 296usec of existing method. The performance is also higher than the basic entropy detection

method. In future work, we need to evaluate the performance using real data traffic. .
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A 1BERFO T — 2 DV 7 v FEERIL 2,
T, liE T — % & LT, DARPA2000 D %ér [ U AR ol
X7z DARPA1999%%) ¥ 5 F— %+ v } @, DARPA2000
CFEILIEHOKBEDEE N \WT — 4, %72 CICIDS2017 ®
LHEBREoEENACARHO T -2 AL, 4.2.1 TR
LTk CE T — 2 2 L7z, Co¥EF— 203, B#F
FiEko~o 7 7 v ABEHECHV 27 - SEE O YIE D P
FEICDFH L7z, =2 FHIERIED B 1% 0.01, 0.05 ZF|H
L7,

~ T e ZEEORME d 13, RISRTHTY v D T2
3 DA kY P ORET B LATE B,

- -
[y,

FH L (KT Y v 7D T2 ) M RIEESS N (u,0°) 7
b N HOMTEA 2. o TR EATE R ., b
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K2 RETFED ST RA-Z
Winin | L B |C
1.0 30 | 0.01 | 1
40 | 0.05
50
60

KiSEE S L ERT 2. OB, N(u,02) 2 b DA

%ox HHZICBUNL 2R, T 2S935,

1@ —pid P o, O NS o M ORTTIERIS
HES o

2. S k. & — p LEEHYICHNI TH B,

3. T? = (15;11)%\4(337#)71271(337”) ICXDVERINS

MeatE 72 i3, HE (M,N — M) © F 5ARIHE >

4. N> M O5HEF, (z— )2 e — p) 1. 500
CHHE M. 27 —=VRT 10 X e,

ARFETHHAT 27T —ZORTTHIE M =2 TH D70,
X2 OHME 2, 27— AT 1, a=0.001 »25kE 3
13.8155 & L7z, 2@ o OEIEHL 30 @ 0.999 &\ 5 5
BASE 2SZ 1 L, &7 ) Y70 T? FHEART — 2 H1E
Ao T B L EZRELTWED, T—Xty b
LB TE 2P T —XICRY 23 5 72 D ICIEMIAITHE S
RO, 22T, FFT Y VIO T? §E bk -BIEN
Sz b, BRERATICE®D 72 100 1B W T b EBRE{T- 72,

FIFA L7289 X — 2 {1358 2 1R,

6.3 SLIBMERE

REFFRONHIERE % FE T 2 72012, 913, DARPA2000
W L CTREFEZEHL, V4 v FU A X LIfTbd
FHILERIC D\ C D AR % S H L EAE © DDoS B
BTk e WA 1T 5, WEMEREIX, Y4 v F o4 XL
ORI Z 7 e v F L, FEHESBERE T2 X517,

Kic, BEFEOT Y v v —FHENR QUM% B
HFo—lhzy e —x—2FE L KT 2, Zoix
FEEOHMIE, =V bu v —3HO YV T A X4 atERmEEL
TV EID%MERT 220 THD, HEBEORRIZ, V4 v
Fo44 X% 3075560 XT5HARATERL TN, HBfl
M 2 EHRIIREFECH 3 7 —1D ¢ L7,

EHTIE, TV PRE—R=ZAFFEOV 4 YV FVH A X%
Wene £ 52 &, REFED T A =213 L X Whin = Went
& LZRFofE & i E 1T 9o 21T Wepne = 60 DEFIT, 2K
FHD Wiin = 1 ERE LS. L % 60 LE L KD
MR KT 2, R LT, BREFFEDI bz v bR
v —DHEHE Y OARDRER L Lz, 2d, IRETETIE—
A FBRAELZGEACIE T ) CAHHOFE W T v
br e —fEEHE BRI OB R A L, iR TR YT &
W= Th D,

7 3. DARPA2000 IZ 3 1F 2 BAEEE (d = 13.8155)
Wnin 8 N | Precision | Recall | Accuracy
1.0 0.01 | 30 0.978 0.944 0.991
1.0 0.01 | 40 0.971 0.944 0.991
1.0 0.01 | 50 0.959 0.944 0.989
1.0 0.01 | 60 0.956 0.944 0.950

1.0 0.05 | 30 0.919 1.0 0.990
1.0 0.05 | 40 0.857 1.0 0.981
1.0 0.05 | 50 0.920 1.0 0.990
1.0 0.05 | 60 0.934 1.0 0.992

7. KERER-ER

7.1 WHABE

7.1.1 DARPA2000 IZ# |} 2R AHEE

R 3ICHIREE ORI RZ R T, 8=0.01 DEAICE, VT
nNov s v FyH A4 XI8BBNTS, Precision 75 0.95 L E.
Recall 28 0.94 LA 2725 Tw5, 72, Accuracy IZ2W» T
120.990 A E&7oTH Y, [FAEEIC DARPA2000 Z A L 7=
SR 30 DA 1.0 121345 5 T B 25, 40 R TREEE & v 2
%, —}T, f=0.05DEICIZ B = 0.01 IT L~ THIISE
I L T3, Recall 781.0 £ 72> Tnd Tt hb, W
DEAIZTE TV B2, WETHRWEICHREBHEZ{T-> T
WETZEBHDE, DT, N ORE B ICEL
T, oA Y PV =2 T 7 4y 7 G L CHRESLET
HHTLHRRPD,

DARPA2000 ICEWTIET 4 ¥V FTH A4 XL x Winin 23/0
T FICKERAKE AL L v aERAALNSE,
i, DARPA2000 @ DDoS Wi 5 WL fHw T & &
W8 DR ASE OB LR CIHREICE R B 2 2 LI X -
T, MERICT 4 VY F T H A XEBNESLS LEARTIERK
BoOREERAZ LD TE, HBORBRL 2V R TEL
O ThLrEEZLND,

T 72, BRI d 28 100 TH BRI IF, BAEEA A EL Tw
LERDDPDL, DT EIL, T v REEEEDRIEIC
DWW, TV VD T? b o OBMED Z L MEDMEL 72 -
T3 EREZLNE, TOFRKICOWTIE, FHICHH
TELT—2BCx L ORBEFKE, T—X2ky bDT—%
BMOHAITE Y C =1 LFEL7z0ic, ERSHICED
B R T2z b ozl ERELLND, T2,
ZOEHEICIE d 2V fEICRE T S VETH L LT
Z 5,

7.1.2 CICIDS2017 (& 1F 2 RA0EE

£ 5, 6 ITHANEE OREREZ R, MR E L Tid, Precision
AT 0.790 & 72> TH Y, DARPA2000 TOREFICIE~RT
BIRIAEL o CLEoTWB I EHDH 5, DX HITK
BIRAEE MK 7o T L £ o 72BEH11Z. Precision & Recall
DI HDSTPINE L TeoTnD T &b, WA EBFICHIE LT
LES>TWBIEDRF LS, 72 DARPA2000 T3 B REH
RECK s 5 7 4 v 7 HSERIC 72 > T 3 25, CICIDS2017
TRECEHIWRICETOERH P T 74 v 7 83% L E&ENT
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% 4. DARPA2000 I 51 5 BAKSEE (d = 100)
Wnin B N | Precision | Recall | Accuracy #* 6. CICIDS2017 i< 31 2 AR (d = 100)
1.0 0.01 | 30 0.978 0.944 0.991 Winin B N | Precision | Recall | Accuracy
1.0 | 0.01 | 40 0.971 0.944 0.991 1.0 | 0.01 | 30 -nan 0 0.983
1.0 | 0.01 | 50 0.959 0.944 0.989 1.0 | 0.01 | 40 0 0 0.981
1.0 | 0.01 | 60 0.956 0.944 0.989 1.0 | 0.01 | 50 -nan 0 0.983
1.0 | 0.05 | 30 0.961 1.0 0.995 1.0 | 0.01 | 60 -nan 0 0.983
1.0 | 0.05 | 40 0.935 1.0 0.992 1.0 | 0.05 | 30 0.566 0.999 0.896
1.0 | 0.05 | 50 0.959 0.944 0.989 1.0 | 0.05 | 40 0.497 0.999 0.863
1.0 | 0.05 | 60 0.934 1.0 0.992 1.0 | 0.05 | 50 0.648 0.999 0.927
1.0 | 0.05 | 60 0.790 0.999 0.964
# 5. CICIDS2017 12 3513 2 MAKSIE (d = 13.8155)
Winin 154 N | Precision | Recall | Accuracy
1.0 | 0.01 | 30 0 0 0.953
1.0 | 0.01 | 40 0 0 0.959
1.0 | 0.01 | 50 0 0 0.950 w00
1.0 | 0.01 | 60 0 0 0.945 o g
1.0 | 0.05 | 30 0.438 0.999 0.609 pitack
1.0 | 0.05|40| 0280 | 0999 | 0.443 0
10 | 0.05 |50 | 0294 0.999 |  0.455 g 2
1.0 | 0.05 | 60 0.294 0.999 0.455 ;‘E 2000 1
£ 1500
V23 728, DDoS KCEKBIMMNIC HIBR L 72 4 % b 2 0 & )
ET B IRETHE TR, BB QR & EREICHT 2 T b K e 0 th l l ‘ }
ERMELS Ao TLE S, M13, K14 icBwT, KaTELN of &
0 5000 10000 15000 20000 25000

7-31#125 DDoS WEBSEHH T w2 BRI 2R L TE Y | fikta
TES N REF RS L 2B Z R L Tw 328, &
DA D% C B oTWB T 2 h b, X5 A — X & EYICH
F1F DDoS KB oMM EF I METE T2 2 L8395 5
(H1F¥9 A — 24l Winin = 1.0,8 = 0.05,L = 60,d = 100
D& E, ¥, DDoS WM T t = 22,972 205 24,149 %
T, BCEBRAMRIL ¢ = 22,994 525 24,207 L 72> T\ 3),
IHlL, TorE, FPREICEIE NS DDoS KEX Y & b
TIAYIBDEL T FANLDT vy Fu—F /XY va— i
ErIEL LCHEL W RV 25, DARPA2000 @ X
912 DDoS WEH D AICKE N 77 4 v 7 MIIE NS K 5
BT =2y FTRVEATHIEEEEG L WREEE X T
E2WEEED D B, SROFEE LT, FA T LD REE
FRIBTE 2 X010 AnE, WERAKEIX Y ST L%
Zbhd,

¥/, B=0.01 DIFICIIKEEZHRIMTE TRV &2
»b, ok, BAITE TWARWITY 22b 5T Accuracy 3@
WOIEE P77 4 v 7RI L THEN 77 4 v 78D
WD TH B, WAITE R -o7-8H e LT, DARPA2000 T
WKL T 7 4 v 7 OB 12,000pps & 725 T 3 23,
CICIDS2017 Tl & 117- DDoS B D 7554 1,000pps
ZTEloCTEH Y, =2 PHEELEE 2T b A3 I B E L
BEREL R o RN TH B LEZOND, O
Bhb, WHAZTOWEEZICE L <RI 8 2 T3 2 L
BHBENED,

t (cell count)

13. CICIDS2017 I 3513 2 B HA R & Bl i
(FI7 749 0T =22EDTT 7, T A =2 Win =
1.0, =0.05,L = 60,d = 100 T, LV h =L —1 DMHE
fl&dl% N(L — 1,¢) DfizERT7 oy b,

1000

Negr-1.9
detect

800 attack

6001

Packet count

200 A

0
22500 23000 23500 24000

t {cell count)

14. CICIDS2017 i 351 % BRI HAR & BB tIAR (B
BEEED 7 7, 87 A — ZfllE Wiin = 1.0,8 =
0.05,L = 60,d = 100 T, L~ h = L — 1 OMkEEEK
N —1,t) DfEZHRTT 1 v b

24500 25000
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# 7. DARPA2000 12535 7 4 ¥ F V¥ A Xz h oML
ERE

T4V FUFAR | P [usec] | HL [pusec]
30 59.834 1668.580
40 59.5570 1631.773
50 61.380 1672.955
60 61.439 1663.542

# 8. DARPA2000 i E1F 3 T v + v & —FIELIEYERE (1 -
S BALIE psec)

247 TAVETFAR | FY PaNild
v bue—FEk 30 69.11 | 561.15
REFE 30 19.01 | 757.729
IV huE—Fik 35 72.59 | 604.48
REFIE 35 20.22 | 796.61
IV huE—Fik 40 82.91 | 762.96
REFIE 40 19.26 | 750.73
IV huE—Fik 45 100.53 | 714.30
REFIE 45 19.60 | 753.89
IV iroe—Fik 50 105.77 | 901.32
REFIE 50 20.29 | 791.60
v bue—FEk 55 114.61 | 824.51
RETFIE 55 19.88 | 756.37
IV huE—Fik 60 116.39 | 900.69
REFIE 60 19.91 | 756.19

7.2 SLEEIERE

721 Ta4YRUYARTEDNIERR

712 DARPA2000 I8 27 4 Y FUH A XH7ZY D
JUBRIRFE] D fE R 2 7R 37, S BUEA & DL, BCOBMRNTIR IC FE
hss=nT ) CREHEHEARNZ L L2 b0 5, R
5, L LTIRRATYD 64.188u e oTHh, VT
24 D% EE L 2EETE D © 296p B2 B L T H AL
BENRPEGE VRS, Tz, LT X — 2 OHPHTIX,
Aggregation Pyramid Ok % L CTHUHMELED b 7
W EBI ot VAV ETHARXE EFBIEE A XD
WEY DR B, ORI, WAKE A~
bEZLZLHEMThIEEZLNS,

722 I hAE—FEIIHD DUIREFRH

BEBANCH V2 T Y b a v —{HO I A5 5 WLHERS
IKOWT, REFRE, B2 Y 4 v FU ¥ 4 X0 #ifif e 43
—g Ty b =R IR AT, MERER S ITRT,
HRPODEIEED LI RE VD DD, FHMHEICHEWTIET
RCOY 4 VY FUHFAXICEHLT, ~ Ayt —F
BRI TALERERE SN 2 & 239000 B

8. F&¥

IoT Ry b2y FRY 7L 272 3 VIREDOFITIC L Y. DDoS
WEROHBINELBEML CTH 3 RAL, VT AXA4 LK
BARA L CTHIEe S BRALICEITT 5 2 & FEET

b5

YTARA LWRED BT Fu—F & LT, mliats
FoFErfIAT 2 e Ex NS, TV v —FikiZ
Ny b ATV BERNETD B @R EE RO T
#TH Y. DDoS B OIS A LB = R R FE o, —
BT, Tvtune—FiEid ) 4 XOEERZRINT 5 720105
AV A XEFHT L LRI NTHE 2, V4
VIFUHAXERELT LA ="~y FFELTLE O,
WMHREAEL o CTLE S, E, MANLHEORFEAK Z
7o TLEILDITAZA LD LTCLE S,

72, TV e v—EEAAL HRATR, REAEED
WIED 72D « PED AN T A= R % BT 5 2 & PEE
ERBH, b T T4y 7 OREEE L CGEFIRERERT L0
R CH 2 Z L, HfEICkoTh F T 74 v 2 DiREE
BEDLDLZ L, BEER PZVERATNIETDT —
R HOTHEET 08B H 5,

KRFHETIE, RN RENNEE >, BfroT—2~4
V7 OFEEISAL T AR E NS S LB SIEWY 4
VEUIAXCTREEERFET 2 L51CT 5, 2. =R
FEBRET LW FIEEER L, N— X FEE R
MOELEDOTF—2 #FRFEL T XL, ABICS
TA=ZHEPRELTWL,

FEERHE T A &, MUK 12 DARPA2000 D54, Precision
BIREK 0.978. Accuracy 2K 0.992 & 72 0 . BEtE Tk 30)
D Accuracy IR T 1.0 L WIHIFRER IV IIE 200 +5
ARSI CH 5 T L 930 72, —J7 CICIDSI2017 i35\
TiE, WIS & L C Precision KT 0.790 £ %2> Tk
Y, DARPA2000 &L TR 2o CTL Eo T3, i
ET = 2BDY I b, MEOREFELLTKRTY v
O T?FEDHEL T oad o a2 H 0 | N — R MBS
LAD T 74 v 2 F— %% KEICIE L 72 B ERU Tk
EFROLNDDE I 2L ED T, WY RO R Tk
M5B,

% 7. BHVLE TR 30 o 206 B L D b Fr o
THEY, XV IV TR LEOECUEASTARETSH 5 &\ %
3, £f2. ROV b o — BRI S L g
PEL > TEY, TvbrbE—TE0 ) TAE 4 LD
EEED b7z,

ficBFon i EE L<, SRIT—Zty FOHZEH
ALEEBRLIAMTA TR WED, EF—X 7749 0%
e CHRER I 2 A H 2, SEAHALEZT -4+
FDART Y N F T F T T AL TR RYEE T — 2 B
DLIEBTERDP ST, AT Y V7D T? RIS L 5 HE)
FMEZEE D H e D b D X 5 ICHEE T — 2 e
TEwILh, BT =2+ 774y 72 NELTCEREEITHI L
FUrH DL, T2, SHERCEI Ty P X T Fry T4
AEO—FLTKBRAZ{T> T35, HEOEHE LT
AV IAVF YT F XL o THEBEZRAT 2 0ELRDH 3
oAV T4 VEEROWREYAET 2 LELDH 5,
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