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Proposal of a PIN Authentication Method Using User’s Sight Line
Path

Konomi HIRATA, Syota YAMAGUCHI, Hisaaki YAMABA, Kentaro ABURADA, Naonobu OKAZAKI

Abstract

Traditional knowledge-based authentication techniques such as inputting a password with a keyboard are
vulnerable to malicious observers. They can grab password information by shoulder surfing attack. To prevent
such attacks, the gazing-based authentication method without touching a keyboard was proposed. The method
has a shoulder surfing resistance, however most gazing-based method needs a high-precision calibration. It is
troublesome for users and causes decline of usability. In this paper, we focus on the calibration. Our proposal
is the method by user’s sight-line path, not sight-line position. We implemented the method and evaluate the

performance.
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