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A Proposal of a User Identification Method
for Realizing an Authentication System Using s-EMG

Tokiyoshi KUROGI, Hisaaki YAMABA, Kentaro ABURADA, Naonobu OKAZAKI

Abstract

At the present time, mobile devices such as tablet-type PCs and smart phones have widely penetrated
into our daily lives. This movement caused a new threat that a stranger takes a peek at our authentication
operations on our touch screens and steals our passwords and steals our important information and data in our
mobile devices. This forced us to develop new authentication method that can prevent this sort of crime called
a shoulder surfing attack. We have investigated a new user authentication method for mobile devices that
uses surface electromyogram (s-EMG) signals, not screen touching. The s-EMG signals, which are generated
by the electrical activity of muscle fibers during contraction, can be used to identify who generated the signals
and which gesture he made. We introduced a pass-gesture, which is a list of hand signals, to realize the ssEMG
based authentication method. In this paper, we propose two methods to compare two s-EMG signals and
judge whether the two were made by the same gesture or not. One uses Support Vector Machines and the
other uses Dynamic Time Warping method. We also introduced the appropriate method to select validate
data to train SVMs using correlation coefficients and cross-correlation functions. A series of experiments was
carried out to confirm the performance of the proposed methods. From the results of the experiment, we
confirmed that the effectiveness of the two methods.

Keywords: user authentication, s-EMG, correlation coefficient, cross-corelation, SVM, dy-

namic time warping
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