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Introduction of Traffic Characteristics to Distinguish Legitimate User
Traffic from DDoS Attack Traffic

Shotaro USUZAKI, Yuki ARIKAWA, Hisaaki YAMABA, Kentaro ABURADA, Naonobu OKAZAKI

Abstract

DDoS attack is a serious threat in the current information society where the Internet plays an important
role as social infrastructure. Since this attack transmits data so that there is no difference in behaviors from
legitimate users, it is difficult to distinguish the user from the attack traffic. Therefore, legitimate users cannot
receive the service when their traffic are erroneously detected as the attack. We had previously proposed a
system that guarantees continuous service use of legitimate users by introducing a quarantine server apart
from the web server that performs ordinary web services. The quarantine server has a function of identifying
legitimate users and attacks from the access detected as the attack by the IDS or the firewall. Our previous
method finds the legitimate user by extracting feature from the access log after the communication is finished.
In other words, this method performs the analyzing after the service is over. Therefore, the previous method
is not suitable for continuous service of legitimate users. In this study, we propose a new method that can
distinguish between legitimate users and attacks even if the services running. As a result of the experiment,
we confirmed that the proposed method can distinguish between legitimate users from attacks.
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