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Amidakuji-type Gaze Authentication Using Gaze Features

Abstract

Electronic terminals such as smartphones and personal computers are exploding, and require personal
authentication to determine whether the user who is using the terminal is himself or herself to prevent spoofing
and unauthorized access Opportunities are increasing. For personal authentication, authentication based on
storage of a password or a password or authentication using a tool such as an IC card or a face photograph
is often used. However, in the case of a method in which the password is directly input with a button or
a finger, the password may be known to a third party by peeping. In addition, biometrics authentication
using biometric information such as behavioral characteristics of an individual has been actively studied in
personal authentication, and features (individual habits) appearing in handwriting, gait, trajectories of eyes,
etc. are used for authentication. These behavioral features have the advantage that they are less likely to
be duplicated, and may be used in conjunction with other authentication methods. In this paper, we focus
on authentication using behavioral characteristics of individuals, create two-factor authentication based on
personal identification using features extracted from gaze data, based on preliminary research using Amidakuji,
and verify authentication time and authentication precision. An experiment to verify the success rate was
described. It was suggested that both the authentication time and the authentication success rate improved,
and that the identity could be identified with an accuracy of 80% or more.
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