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On a Bot Detection Method
Focused on HTTP Request Transmission Behavior of Clients

Ryusei FUJI, Hisaaki YAMABA, Kentaro ABURADA, Naonobu OKAZAKI

Abstract

Attack detection comes to be more important because distributed denial of service (DDoS) attacks cause
serious disruption to web servers. In addition, we have to achieve a further task to tell a new phenomenon
called flash events and DDoS attacks apart. In recent years, the emergence of flash events, which are spikes
in network traffic from legitimate users, has been seen frequently. Flash events are often recognized as DDoS
attacks by mistake because of their large amount of traffic and numerous clients. We need to react to them
in a different way, though their behaviors are similar. To realize this, we must identify the factors of them.
In this paper, we propose a bot detection system that focuses on the HTTP request transmission behavior
of clients to identify increases in traffic and clients. In an evaluation experiment, we evaluated the detection
accuracy using datasets of flash events and DDoS attacks.
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