University of Miyazaki Academic Repository

@ ERALEHEBYES PV

NIy Ny R ERWERERARIC & A EER
IP NL—ANw D

S5 jpn

HhRE: BIEKFEITEE

B H: 2020-06-21

*F—7— K (Ja):

*F—7— K (En):

fERE: LUFR, — A, &R, 5K, 48J1l, B, Shinooka, Yuta
X—=ILT7 KL R:

Firi&:

http://hdl.handle.net/10458/5898




Ny My ERGHMEM AR L AEERIP bL—ANy 7 217

NTy T 2 W

HERT AU LD IERA

ffIP hL— ANy

gk — A9 &R AR - A B O

Low Load IP Trace Back Technique by Departure Stamp
with Packet Counter in Edge router

Kunihito YAMAMORI, Yuta SHINOOK A ,Masaru AIKAWA

Abstract

The number of illegal accesses and DoS (Denial of Service) or DDoS (Distributed DoS) attacks are increasing
as popularization of Internet. In these attacks, the source IP address is sometimes manipulated, so it is difficult to
identify the original source IP address. IP trace back technique by departure stamp in edge routers is a nice way to
identify the original source IP address of attackers, and can reduce network load. However, it require high
performance for edge router because it stamps all packets through the edge router. In this paper, we propose a
method that stamps the limited number of packets that may participate DoS or DDoS attack. We implement
proposed method and confirm that our method can reduce the load on edge router.
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